LaGov ECC Connectivity Troubleshooting Guide
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Introduction

This document serves to list solutions to common problems with installing and configuring the Launch
LaGov program which provides users with access to LaGov ECC. The document also contains steps for
resolving connection issues. Before calling the help desk to report problems you may be able to resolve them
yourself. Locate the problem reported in the list below and follow the instructions to troubleshoot and resolve
the issue.

Common Errors
I. PRD: connection to partner ‘127.0.0.1:32[##]’ broken

User may receive this error when working in the LaGov ECC system. This indicates that the Stunnel
application which is required to establish a secure connection is not running.

Solution: This problem is resolved by logging back into the system using the appropriate desktop shortcut.
1) Click open the LaGov ECC icon located on the user’s desktop. Login to the System.
OR

2) Click open the LaGov Portal icon located on the user’s desktop. Login to the System.

II. SAP GUI Security: SAP GUI Connections Are Started Via the Connection String

SAP GUI Security

SAP GUI connections are started via the connection string:

SMAZT7.000.1/5/3602/G/STUNNEL SAP GUI connections are started via the connection string
The sennection dota is: /N/127.0.0.1/5/3602/G/STUNNEL

System: PRD

Cliert: 300 " ) ; .

Ok code: fnsmen ATTENTION: System information could not be verified
ATTENTION: System information could not be verfied Do you wart to log on to this system?

Dio you wart ta log on to this system with the specified OK code?

User may continue to receive one of these pop up message boxes on every login.

Solution: Select ‘Always allow’ and ‘OK’. Pop up box will no longer appear on login.
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III.LaGov ERP / ISIS HR Connection on the Sap Logon Pad

The SAP Logon Pad is still displaying on the desktop and has a connection entry after the Launch LaGov
installation.

[S SAP Logon Pad 740 =1
ogon|[ ] " B[ E 2 F|
| Mame 4|5 5D Group/Server L..

LaGov ERP | ISIS HR

Solution: Any saplogon.ini file in the C:\Users\<username>\AppData sub folders should be deleted.

Depending on OS and SAP GUI version, the directory can vary. The most likely spot will be in
C:\Users\<username>\AppData\Local\VirtualStore\Program Files\SAP\SAPINI. Make sure the
SAP GUI is completely closed/exited after deleting. When clicking on the LaGov ECC icon again,
the SAP Logon Pad that opens should be empty.

[ SAP Logon Pad 740

‘ALoggnl“ D mER F/

| Hame s 5 SID | Group/Server L.
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IV.SAP GUI: Execution of Command Line Was Denied

User is receiving this message because they selected “Deny” rather
and “Always Allow” when they received the SAP GUI pop-up
message box as shown in Section II.

Execution of the command line

/M/127.0.0.1/5/3602/G/STUNNEL

Solution: Reset the security settings back to the default configuration using the following steps.

1) Click on the upper left corner of the SAP Logon Pad window as shown below. Then select
options.

[= SAP Logon Pad 740
’T Restore
Maove

Size

Minimize

Maximize

Close Alt+F4
Options...

About SAP Logon Pad...
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2) The SAP GUI Options — SAP Logon Pad screen will appear as shown below.

SAP GUI Options - SAP Logon Pad

Theme: |sap Signature Theme ﬂ Search:
v [T visual Design | SAP Logon Options |
» [ Interaction Design Language: [ew =

v [3 Accessibity & Scripting

Use SAP Logon language as default on logon sc
» [ Multiingual Settings [#)Use SAP Logon language as default on logon screen

» 3 Local Data Message Server Timeout in Seconds [ 10] Use Default |
» [ Traces -
» [ Security [¥] Confirm deleti f connection entries

~ 5 SAP Logon Pad Options [ Disable editing
. General
U Local Configuration Files
+ [3] Server Configuration Files

» [ Front End Print | SAP GUI Start Options |
+ [3 System Information Additional Command Line Arguments:
\ |
l oK J I Cancel I ‘ Apply ‘ I Help I I Restore Defaults I

3) Click on Security Settings located within the folder labeled “Security” and expand that section
to access “Security Settings”. Once open, click the “Open Security Configuration” button.

SAP GUI Options - SAP Logon Pad

Theme: SAP Signature Theme - Search:
v 3 visual Design | Security Module |
v+ [ Interaction Design P E—
3 Customized -
v [ Accessibilicy & Scripting SEE
v [ Muttiingual Settings I Open Security Configuration
+ [ Local Data
v [0 Traces s ——
~ B Security | Security Rule us |
« i[Z] Security Settings Default Action: Ask
~ [ SAP Logon Pad Options =
- 3 ceneral SAP Rules: 457
* [ Local Configuration Files Administrator Rules (Total/Disabled): 270/ 0
« [2 server Configuration Filas
User Rules (Total/Disabled): 1/0

» [T Front End Print
* [3 System Information

oK I I Cancel I | Apply | [ Help Restore Defaults
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4) Locate the entry within Security Rules showing the word STUNNEL in the Object name.
Highlight the line and click on the Edit button.

[= Security Configuration

Status: Custornized
Default Action: Ask -

| Security Rules

‘ ‘ Filcer ‘ ‘ Search

[¥|Hide SAP Rules [¥|Hide Administrator Rules

Prio... = | Object Access Types Action State Origin | Num...
(1727 | /M/127.0.0.1/5/3602/G/STUNNEL Enabled | User 1]
[ Insert J l Edit ] [ Delete I Increase Priority ‘ | Decrease Priority |
o [ oo |[ oo ]

5) When the following screen appears, Change the Action setting to “Context-Dependent”.

Rule Properties == %
Origin ['user |
Type Command Line >
Object [ /M/127.0.0.1/5/3602/G/S TUNNEL |
Action | context Dependent - Accass Types | context-Dependent |
Allowr
Ask
2 Den
EETs LI Context-Dependent
System Metwork Client Transaction Screen Mame Screen Number | Access Types Action | State
* * <nonex * * Execute Allow  Enabled
[ Insert I I Delete | Uup | | Down |

Use '/ as 3 path separator in directory, file, registry key, and registry value names.
Use '\' to escape the characters '[", '] and "' in object names: for example, "\[' instead of .

o ) o]

6) Select insert. Then select OK to close this screen.
7)  You will return to the SAP GUI Options —SAP Logon Pad screen. Select OK.
8) Close out any open SAP windows.

9) Then log back into the system and select “Always Allow” when you receive the SAP GUI
Security pop message box.
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V. SAP GUI Installation Check

SAP GUT Installlation Check

The SAP GUI must be inztalled prior to running
the Launch LaGoy hetallation.

Fleaze inztall the SAP GUI and then run the
Launch LaGoy [nztallation.

X

VI. Logon Balancing Error 88

SAP GUI is not installed.

Solution: Install SAP GUI. The software can
be found behind the My Work > Download tab
in LEO

User is receiving “Logon Balancing Error 88” when attempting to log in.

Solution: There are many factors affecting a user’s ability to connect to LaGov ECC, ranging from
configuration on the local PC to network issues. This section guides you through the steps to determine if you
are experiencing connectivity issues. The most common reason for this error is not having the latest version of
Launch LaGov (Stunnel) installed. If users do not have Launch LaGov 2.0 (Stunnel 5.17) the Logon

Balancing Error 88 will occur.

To verify that the correct version is installed:

Right-click on the Stunnel icon (see image below) in the system tray and choose About. This will display the

version the user is running.

SUEQLEd =D

onNoW Log wWinaow

Save Peer Certificate  »

Edit Configuration
Reload Configuration
Reopen Log File

Homepage
Manual
About

Exit

About stunnel [EJ ﬁ

gtunnel verzsion 517

i & by kichal Trojnara, 1398-2015
All Rights Reserved

Licenzed under the GHI GPL wersion 2

with a special exception for Dpen5S5L0L
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Network Connectivity Test 1

The user should be asked to check if he/she can reach “outside” internet sites via the web browser (for
example, ask the user to connect to www.google.com, and refresh the page by pressing F5 or clicking Refresh
to confirm connection). If the user cannot connect to the Internet, the LAN technicians for his/her building
should be contacted to resolve any connection issues.

/2 Google - Windows Internet Explorer X
@E\)'lﬁhﬁus w0 google.com O] &4 |[x] I cooge x[_‘ (o 19 5
fle Edit View Favorites Tools Help

95 IT7LEO-QAS Ly Teamsite -Login £ |Listserv (§ uPerform I LEO-PRD 7 LEO -P32 I Portal PRD 7 LEO-QJ2 I LEO - DEV

Get to Google faster. Update your default search engine. Sure

+You Gmail Images Iff m

x
G A faster way to browse the web
& Install Google Chrome

Google Search I'm Feeling Lucky

"The practice of sport is a human right. Every individual must hav et/e 2 pos ibilty of practicing
sport, without discrimination of and in the Olympic spirit, which requires mutual
understanding with a spirit of friendship, solidarity and fair p/a\, "—Olympic Charter

Advertising  Business  About Privacy & Terms  Settings

Network Connectivity Test 2

If the Internet connection test proved successful, the user should perform an FTP test. Open a command
prompt by clicking Start- > Run, then type cmd in the dialog box and click OK.

Run 20|

Type the name of a program, folder, document, or
[nternet resource, and \Windows will open it for you,

Cpen: | 20w ZI

oK | Cancel | Browse... |
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The Windows command prompt appears. The user should enter the following command and press enter: ftp
doaprdssl.doa.louisiana.gov

If successful, the prompt will show “connected” and prompt for a user ID.

Command Prompt - ftp doaprdssl.doalovisiana.gov

Microsoft Windows [Uersion 6.1.76011
Copyright <c> 2807 Microsoft Corporation. All rights reserved.

C:swindowssSystem3d23ftp doaprdssl.doa.louwisiana.gov
Connected to doaprdssl.doa.lownisiana.gow.
228 <usFTPd 3.8.2>

User C(doaprdssl.doa.louwisiana.gov:{none>>:

The user should terminate the connection by pressing CTRL-C (control and ¢ simultaneously). If the

connection failed, then it is possible that the user’s network is preventing connection, and the user should
contact his/her LAN administrator.
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Network Connectivity Test 3

Using the same command prompt as the previous test, the user should enter the following command and press
enter: telnet doaprdssl.doa.louisiana.gov 4706/tcp

If the connection is successful, the screen will go blank. The user should press CTRL-] (control and the right
bracket simultaneously), then type quit at the telnet prompt and press enter.

Telnet doaprdssl.doalovisiana.gov

lelcome to Microsoft Telnet Client

Ezcape Character is *'CTRL+1‘

Microsoft Telnet?> guit

If the connection fails, then the user is unable to connect to the LaGov ECC system on port 4701. The user’s
network is blocking connections on that port, and the user should contact his/her LAN administrator.

The LaGov ECC System requires that the following ports not be blocked (by a firewall, for example):
4700 through 4710

The LAN administrator should verify that these ports are not blocked.
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VII. Microsoft Visual C++ Runtime Library: Runtime Error!

Microsoft Visual C++ Runtime Library x|

'\-.I Runtime Error!

= Program: C:\Program Files\stunnel\stunnel.exe

R&034

An application has made an attempt to load the C runtime library
incorrectly.

Please contact the application's support team for more
information.

User may receive this error on startup of the computer. User should select OK. Another pop up window with
the following error will appear:

stunnel.exe - Application Error x|

I-'/.._..\'-I The application was unable to start correctly (0xc0000142). Clidk

‘W OKio dose the application.

User should select OK and computer will complete startup processes. This error indicates that the Stunnel
application which is required to establish a secure connection did not start successfully.

Solution: This problem is resolved by logging back into the system using the appropriate desktop shortcut.
3) Click open the LaGov ECC icon located on the user’s desktop. Login to the System.
OR

4) Click open the LaGov Portal icon located on the user’s desktop. Login to the System.

Conclusion

Please submit a Web Help Desk Ticket if additional assistance is needed or if you are experiencing any other
issues.
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